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The Digital TransformationThe Digital Transformation

�� A Fragmented Health Care SystemA Fragmented Health Care System
�� This will not change anytime soonThis will not change anytime soon
�� A federated system requires good A federated system requires good 

information toolsinformation tools
�� Digital information exchange is the Digital information exchange is the 

futurefuture



WhatWhat’’s the situation?s the situation?



Annual Meeting Annual Meeting ––
Key Challenges IdentifiedKey Challenges Identified

� Increasing complexity and vulnerability of 
our software and hardware infrastructure

� Building federated security

� Public fears of harmful disclosure; lack of 
knowledge; perception of a trade-off 
between privacy and the use of electronic 
systems

� Harmonizing privacy policy across states



What Did We Learn? Key What Did We Learn? Key 
InsightsInsights

� State Laws

� Research Data

� Think like a crook!

� Engage local needs and 
perceptions



What Did We Learn? Key What Did We Learn? Key 
InsightsInsights

�� Building a culture of confidentiality Building a culture of confidentiality 
and safetyand safety

�� SanctionsSanctions

�� Comprehensive Privacy PoliciesComprehensive Privacy Policies

�� Use Audit LogsUse Audit Logs

�� Law of Unintended ConsequencesLaw of Unintended Consequences

�� Distributed Security ModelDistributed Security Model



The Trust IssueThe Trust Issue



The Onion SlideThe Onion Slide



BackgroundBackground

Surveys show:
� Sensitive
� Chronic Conditions
� While 80% of online consumers go to 

health sites for information, they express 
high concerns about privacy and 
security in their surfing

� Identity Theft

– Source:  Westin, Alan, How the Public Views Health Privacy: 
Survey Findings from 1978 to 2005, 
http://www.pandab.org/HealthSrvyRpt.pdf



How the Public Divides on How the Public Divides on 
PrivacyPrivacy
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The “ Privacy Dynamic” - Battle for the minds of the 
pragmatists — Dr. Alan Westin
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Approaching the Approaching the 
““ TrustTrust”” IssueIssue

�� Why is this important  to people?  What are Why is this important  to people?  What are 
people thinking? What is the people thinking? What is the ““threatthreat””? ? 

�� Can we break it down?  Is HIPAA compliance Can we break it down?  Is HIPAA compliance 
enough?  Why not? enough?  Why not? 

�� How to react?How to react?

�� Who should be involved?Who should be involved?

�� What message?What message?

�� Guidance for leadership?Guidance for leadership?



““ TrustTrust”” v. v. ““ PrivacyPrivacy”” v. HIPAAv. HIPAA

Clarify the issues:Clarify the issues:
�� HIPAAHIPAA
�� Additional legal privacy requirementsAdditional legal privacy requirements

–– FederalFederal
–– StateState
–– Contractual Contractual 

�� Privacy Privacy –– common law, ethics, good common law, ethics, good 
businessbusiness

�� TrustTrust





Trust Trust ––
WhatWhat’’s next for AHRQ?s next for AHRQ?

�� The Bully PulpitThe Bully Pulpit
�� Invest in researchInvest in research
�� Privacy and security contract Privacy and security contract 
�� Annual meeting, shared learning, as Annual meeting, shared learning, as 

in last yearin last year’’s meetings meeting
�� Drafting model documentsDrafting model documents
�� Encourage uniformity of state Encourage uniformity of state 

legislationlegislation
�� Consumer InvolvementConsumer Involvement



The Privacy and Security The Privacy and Security 
ContractContract

�� Assess and develop plans to address Assess and develop plans to address 
variations in organizationvariations in organization--level business level business 
policies and state laws that affect privacy and policies and state laws that affect privacy and 
security practices, including those related to security practices, including those related to 
HIPAA, which may pose challenges to HIPAA, which may pose challenges to 
interoperable health information exchange interoperable health information exchange 

�� Up to $11.5 million to be awarded for an 18 Up to $11.5 million to be awarded for an 18 
month contractmonth contract

�� Up to 40 stateUp to 40 state--level subcontractslevel subcontracts



Legal IssuesLegal Issues



Legal IssuesLegal Issues
�� Understand relationship to trust concerns:Understand relationship to trust concerns:

–– Using the law to assure privacy and security Using the law to assure privacy and security ––
HIPAA as a floorHIPAA as a floor

–– Using the law to establish accountability and Using the law to establish accountability and 
reliability reliability –– standards and enforcementstandards and enforcement

�� Establish and maintain the fiduciary Establish and maintain the fiduciary 
responsibility of the regional exchange or responsibility of the regional exchange or 
other legal entityother legal entity

�� Enhance sustainability of the new Enhance sustainability of the new 
infrastructure and business relationshipsinfrastructure and business relationships

�� Identify and run through the process as well to Identify and run through the process as well to 
achieve maximum utilityachieve maximum utility



Other IssuesOther Issues
�� Privacy and securityPrivacy and security

–– State option to have laws/regulations in State option to have laws/regulations in 
addition to HIPAAaddition to HIPAA

–– Identification and resolution of privacy and Identification and resolution of privacy and 
security issues and fears above and beyond security issues and fears above and beyond 
HIPAA HIPAA 

–– Key area where Key area where model legislationmodel legislation might might 
address differences in state laws that add to address differences in state laws that add to 
uncertainty about privacy and security in uncertainty about privacy and security in 
remote transactionsremote transactions



Next StepsNext Steps

�� You must be involved in:You must be involved in:
–– Model state lawsModel state laws……

–– Model contractsModel contracts……

�� Have an appropriate sanction for Have an appropriate sanction for 
violationviolation

�� You must involve consumersYou must involve consumers
–– Transparency early and often!Transparency early and often!

�� Talk about value, not featuresTalk about value, not features





More Next StepsMore Next Steps

�� Need for simulationsNeed for simulations

�� Problem solving with groups Problem solving with groups 
of stakeholders of stakeholders 

�� Make sure the lawyers Make sure the lawyers 
understandunderstand



For additional information, please contact:For additional information, please contact:
Susan ChristensenSusan Christensen

schristensen@ahrq.govschristensen@ahrq.gov
703.489.2284703.489.2284



Sample Approach Sample Approach –– One StateOne State

�� Workgroup of stakeholders assumed time frame two years Workgroup of stakeholders assumed time frame two years 
hencehence

�� Identified potential key legal, regulatory, and policy areas Identified potential key legal, regulatory, and policy areas 
that could still be of concern as regional health information that could still be of concern as regional health information 
exchange implementation progressesexchange implementation progresses

�� Stratified issues by national, regional, local or private in Stratified issues by national, regional, local or private in 
nature (i.e., best resolved at what level to be most nature (i.e., best resolved at what level to be most 
effective?), and split them into technical and noneffective?), and split them into technical and non--technical technical 
categoriescategories

�� Identified proposed approach:  Identified proposed approach:  legislationlegislation, , rulerule--makingmaking, , 
consensusconsensus, , private agreementprivate agreement, or some combination, or some combination

�� Model legislation would be appropriate for many of the Model legislation would be appropriate for many of the 
consensusconsensus issue areas, except data and communication issue areas, except data and communication 
standardsstandards



Technical IssuesTechnical Issues

Portions developed and Portions developed and 
funded at state/regional funded at state/regional 
level in collaboration with level in collaboration with 
federal effortsfederal efforts

Developed and funded Developed and funded 
federallyfederally

Bioterrorism/ defense Bioterrorism/ defense 
systemssystems

Requirements and Requirements and 
administration/enforcemeadministration/enforceme
nt at regional levelnt at regional level; ; 
possibly mandatory for possibly mandatory for 
Medicaid Medicaid 

CertificationCertification

Enforcement by regional Enforcement by regional 
exchanges as exchanges as 
requirement for userequirement for use; ; 
possibly mandatory for possibly mandatory for 
Medicaid Medicaid 

Standards enforcementStandards enforcement

SameSameSameSameSameSameSafety standards for items Safety standards for items 
like drugs and deviceslike drugs and devices

Participation in Participation in 
identification and identification and 
incorporation into productincorporation into product

Adopted for Medicaid by Adopted for Medicaid by 
state programsstate programs

Adopted at the national Adopted at the national 
levellevel; ; potential public/ potential public/ 
private collaboration for private collaboration for 
identificationidentification; ; mandatory mandatory 
for Medicare to drive takefor Medicare to drive take--
up;up; common standards common standards 
identified for Medicaididentified for Medicaid

Data and communication Data and communication 
standardsstandards

PrivatePrivateRegional/StateRegional/StateNationalNationalIssue AreaIssue Area



NonNon--technical Issuestechnical Issues

Outreach, funding and Outreach, funding and 
enforcementenforcement

Model legislation that Model legislation that 
supports interoperability supports interoperability 

Underserved populations Underserved populations 

PrivatePrivateRegional/StateRegional/StateNationalNationalIssue AreaIssue Area

Adoption and Adoption and 
enforcementenforcement

Leader in developing Leader in developing 
standardized contentstandardized content

Liability  protections/ Liability  protections/ 
accountabilityaccountability

Professional organization  Professional organization  
and payer support of and payer support of 
““modelmodel”” rulesrules

Adoption and Adoption and 
enforcement of licensure enforcement of licensure 
rules rules 

Leader in developing Leader in developing 
standardized content that standardized content that 
supports information supports information 
exchangeexchange

Licensure for health Licensure for health 
professionalsprofessionals

Tax incentives, loans, Tax incentives, loans, 
grantsgrants, and , and 
demonstrationsdemonstrations

Startup fundingStartup funding

Pay for performance and Pay for performance and 
IT utilizationIT utilization

Adopt Medicaid reforms; Adopt Medicaid reforms; 
SCHIPSCHIP and and employee employee 
coverage reformscoverage reforms

Medicare payment Medicare payment 
reformreform; ; Medicaid reform; Medicaid reform; 
FEHBP contractsFEHBP contracts

Payment reformsPayment reforms

Funding and adoptionFunding and adoptionFunding and Funding and adoptionadoptionFunding,Funding, dissemination dissemination 
and oversight; and oversight; 
demonstrationsdemonstrations

Research on HIT policy, Research on HIT policy, 
standards and valuestandards and value



RHIO StructureRHIO Structure
PrivatePrivateRegional/StateRegional/StateNationalNationalIssue AreaIssue Area

State option to adopt by State option to adopt by 
statutestatute

Leadership in developing Leadership in developing 
standardized content to standardized content to 
support interoperability support interoperability 

LiabilityLiability

Private agreements can Private agreements can 
supplement or reflect supplement or reflect 
state option, or may be state option, or may be 
standstand--alone in absence alone in absence 
of state actionof state action

State option to adopt by State option to adopt by 
statutestatute or or rulemakingrulemaking

Leadership in developing Leadership in developing 
options that support options that support 
regional health regional health 
information exchangeinformation exchange

Funding authorityFunding authority

State option to adopt by State option to adopt by 
statutestatute

Leadership in developing Leadership in developing 
options that support options that support 
regional health regional health 
information exchangeinformation exchange

Taxing authorityTaxing authority

State option to adopt by State option to adopt by 
statutestatute or or rulemakingrulemaking

Leadership in developing Leadership in developing 
standardized options that standardized options that 
support regional health support regional health 
information exchange information exchange 
and interoperability and interoperability 

Responsibility/ Responsibility/ 
accountabilityaccountability

Private agreements can Private agreements can 
supplement or reflect supplement or reflect 
state option, or may be state option, or may be 
standstand--alone in absence alone in absence 
of state actionof state action

State option to adopt by State option to adopt by 
statutestatute or or rulemakingrulemaking

Leadership in developing Leadership in developing 
standardized options that standardized options that 
support regional health support regional health 
information exchangeinformation exchange

Governance/ structureGovernance/ structure


