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Privacy and Security:
A Look Ahead

Susan Christensen
Agency for Healthcare Research and Quality.
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The Digital Transformation

A Fragmented Health Care System
This will' not change anytime soon

A federated system requires good
Information teols

Digital infermation exchange Is the
future
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What’s the situation?




/é Annual Meeting —
Key Challenges ldentified

Increasing complexity and vulnerability of
our software and hardware infrastructure

Building federated security

Public fears of harmful disclosure; lack of
Knowledge; perception of a trade-off
petween privacy and the use of electronic
systems

Harmonizing privacy policy across states
AHRQ




What Did We Learn? Key
’/é Insights

State Laws
Research Data

Think like a crook!

Engage local needs and
perceptions




What Did We Learn? Key
/é Insights

Building a culture of confidentiality
and safety

Sanctions

Comprenhensive Prvacy: Policies
Use Audit Logs

Law’ of Unintended Consequences

Distributed Securty Model
AHRQ




The Trust Issue




Tne Onlon Slide




icrground




M Privacy
Unconcerned

M Privacy
Pragmatists

Privacy
Fundamentalists

Feb 2003
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Aoou 21 mmg ine
STrust” Issue

(D

Wy s tnis Imporiant to people? Whai are
people tinkng? Wnat |s tne “trnreat”?

Can we orear it down? Is FlIPAA cormpliance
eriougn? Wny not?

rlow to react?

\/\/ho snould be Involved?



Additional legal privacy requirernents

Privacy — cornrnor law, etnics, good
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Wnai's next for ArlR0Q7

The Bully Pulpli
Invest in research
Privacy and security conirac

AnriLzl meeumg shared Jerlmmg, 215
In last year's rmeeing

Drzafting rmocel do cuments

Encourage uniforrity of staie
legislaiion

Consurner lnvolvernent



The Privacy ¢ md Se LTty
Contrac
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security | orrlrr ces, inc
|

FIPAA, whicr l,/ pose challenges o

Jop to $11.5 m]H]orJ 0 ne avvarded 'for an 18
Moriir contract

-

Up to 40 siate-level suogconiracis

D
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Undersiarnd relationsnio to ir
— Using tne law o assure privacy and security —
FIPAA a5 2 floor

— Using ine law to estaplish accountanility znd
relizpility — standards and enforcemerni
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Estaollsn ancd rmalntaln tne f]duc]ary
responsiollity of ine regional excnarge or
Ot

ler legal eniity
| LSt mrlomr/ fe new
JrJ'frastruct Ure and ousiness relai
J un tnrougn tne process as we
L Lty
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Otner Issues

Privacy arncd security

—

State opilorn 1o nave laws/regulations In
addition to FIIPAA

[cdlenilfication and resolution of privacy arid
securlty issues and fears apove and beyond
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Next 5teps

U)

You st pe involved in:

— Motde] state laws. ..

— Mocdlel coniracits..

\netion for

ﬁ'\

Flewve an aporooriaie sa
Violatlor

You rust involve consurmers
— Transparency early and ofien!

Tallk eapout value, not feaiures
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Viore Next 35teps

.\/Jake sure ine lawyer:

U 2




radditional inforrnation, please contact:
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sample Apoproacn — One Staie

Workgroup of starxenolders assurned iirme frarme two years
nernce
ntizal key legal, regulziory, and policy areas

|

!
‘ oe of concern as regionzal nealin inforrnzatiorn
exChernge JmOJHerJEcl[JOrJ progyresses

Stratified Issues oy nationzl, regional, local or orivaie I
nzilre (l.e., pest resolved at whnai Jevel o pe most
effeciive?), and split inerm into tecnnical and non-tecnniceal

Identified proposed approach: legislation, rule-making,
consensus, private agreement, or sorre cormbinztiorn
Mocdel lzgislation would pe approorizie for marny of ine
CONSensus issiue areas, except daia and cormrmunicaiorn
standards
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[ssue Aresa Mationzl Peglonal/State Privey
Deta and cormnmunication  Adopted at the national Adopted for Medicaid by Participation in

standards

Safety standards for iterns
drugs and devices

@

Standards enforcerment

Certification

)
Bio

y

errorism/ defernse

P
erns
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level; potential public/
private collaboration for
identification; mandatory
for Medicare to drive take-
up; common standards
identified for Medicaid

\ne
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Developed and funded
federally

state programs
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Enforcement by regional
exchanges as
requirement for use;
possibly mandatory for
Medicaid

Requirements and
administration/enforceme
nt at regional level;
possibly mandatory for
Medicaid

Portions developed and
funded at sta rm/ regionzl
level In collaboration witn
federal efforts

identification and
incorporation into product



Norn-i

MNeatlorneal

acnnlcal |

2

Pecllonal/State
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Privete

Research on FIT policy,
standards and value

Peayrent reforms

c el

Startup funcding

Licensure for nealth
orofessionzals

Lizpility protections/
accourtanility

Underserved populations

Funding, disserminztion
arcd oversignt;
dernonstrations

Medicare payment

reform: Medicaid reform;

FEHBP contracts

Tax incentives, loans,
grants, zricl
demonstrations

Leader in developing

standardized content that

supports information
exchange

Leader in developing
standardized content

Model legislation that
supports interoperability

Funding and adoption

Adopt Medicaid reforms;
SCHIP znd employee
coverage reforms

Adoption and
enforcement of licensure
rules

Adoption and
enforcement

Outreach, funding and
enforcement

Funding and adoption

Pay for performance and
IT utilization

Professional organization
and payer support of
“model” rules



PO Struciur

Responsinility/
accourntanility

Teing authority

Funding authority

Liakility

Nationzl

Leadership in developing
standardized options that
support regional health
information exchange

Leadership in developing
standardized options that
support regional health
information exchange
and interoperability

Leadership in developing
options that support
regional health
information exchange

Leadership in developing
options that support
regional health
information exchange

Leadership in developing
standardized content to
support interoperability

Reglonal/State

State option to adopt by
statute or rulemaking

State option to adogt by
statute or rulemaking

State option to adopt by
Statute

State option to adogt by
statute or rulemaking

State option to adopt by
statute

Private

Private agreements can
supplement or reflect
state option, or may be
stand-alone in absence
of state action

Private agreements can
supplement or reflect
state option, or may be
stand-alone in absence
of state action



